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l U.S. voice recognition market volume, by vertical, 2014 - 2025 (Million Units)
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Ruiwen He, Xiaoyu Ji*, Xinfeng Li, Yushi Cheng, Wenyuan Xu, "OK, Siri" or "Hey, Google": Evaluating Voiceprint
Distinctiveness via Content-based PROLE Score USENIX Security, 2022. 61
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Al

» ERANEBINFIRERZLSTER

English Wake-up Words Scores Chinese Wake-up Words Scores
Developer Wake-up Words | i-v!  x-v> U-L’|| Developer Wake-up Words 1-v x-v. U-L
Amazon Alexa 425 453 6.05 Alibaba TianMaoJingLing 6.21 590 7.10
Amazon Amazon 418 453 5.5 Baidu XiaoDuXiaoDu 481 522 7.57
Amazon Computer 540 534 6.32 Huawei NiHaoXiaoE 490 5.18 7.08
Amazon Echo 247_ 276 _ 490 || Huawei NiHaoYoYo 442 491_ 6.12 _
Apple Hey Siri 1462 489 6.55 || Huawei XiaoEXiaoE 1 467 5.00 7.56 |
Google Hey Google | 477 404~ 3757 JD DingDongDingDong | 5.64 539 7.46 |
Google Ok Google 5.11 530 5.82 JD Hey XiaoJingYu 1566 581 7.34 1
Huawei Hey Celia 456 4.56 6.44 Lenovo NiHaoLianXiang | 5.70° 579" 6.65
Microsoft Hey Cortana 561 540 645 MeiZu NiHaoMeiZu 5.11 533 6.64
Multiverse Extreme 487 5.00 6.27 || Microsoft NiHaoXiaoNa 486 5.09 6.75
MyCroft Hey Mycroft 547 551 6.21 Mobvoi NiHaoWenWen 542 535 6.52
Nuance Hello Dragon 576 582 6.07 OPPO XiaoBuXiaoBu 463 507 698
OPPO Hey Breeno 470 488 5.99 OPPO XiaoOuXiaoOu 4.00 445 694
Samsung Hey Bixby 5,10 5.24 6.09 Tencent XiaoWeiXiaoWei | 4.73  5.13_ 7.02 _
SoundHound OK Hound 487 483 5.87 XiaoMi XiaoAiTongXue | 5.81 594 7.23

I' Abbreviation for i-vector model.

model.

2 Abbreviation for x-vector model.

3 Abbreviation for U-LEVEL

67



" I
B LIBICSr: PROLE Score

n T35S TE PROLE Scoring
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PROLE Score Tool

Our tool used to calculate the PROLE Score is shown as below. You need to select the ASV model and input works, and the
tool will return the PROLE Score and give some recommendations of modifying the words to improve the security.

The functions of this tool are as follows:

1. Transform your input into phone sequence, filtering some digital numbers, special characters, and etc.
2.Calculate the PROLE Score of your input.

3.Give the evaluation result of security level and some recommendations to improve the security.

Speaker Verification Model Input Word(s)/ Sentence
U-Level v e.g. OK Google Get Score
Analysis & Recommandation Phone Sequence

PROLE Score

Security Level

Unknown!

https://www.usslab.org/voiceprint-security/
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2=f5: Skill Squatting Attack

Skill: Rat game = rap game

Kumar D, Paccagnella R, Murley P, et al. Skill squatting attacks on Amazon Alexa, USENIX Security’18
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